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Data Processing Lawfulness

* Do you have a lawful basis for processing personal data?

Common lawful bases include consent, contract, legal obligation, vital interests,
public task, and legitimate interests.

Data Subject Rights

Can data subjects exercise their rights?

These rights include:
* Right of Access:
Data subjects can request access to their personal data.

* Right to Rectification
Data subjects can request the correction of inaccurate data.

e Right to Erasure ("Right to be Forgotten")
Data subjects can request the deletion of their personal data under certain circumstances.

¢ Right to Restriction of Processing
Data subjects can request the restriction of processing their data under certain
circumstances.

* Right to Data Portability
Data subjects can request the transfer of their personal data to another controller.

¢ Right to Object
Data subjects can object to the processing of their personal data under certain

circumstances.
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Data Protection by Design and Default

e Are data protection principles considered throughout the data lifecycle?
This involves implementing privacy-enhancing technologies and minimizing data collection.

Data Breaches

e Do you have procedures in place for reporting data breaches to the relevant authorities and
affected individuals?
Data breaches must be reported within 72 hours of becoming aware of them.

International Transfers

¢ Do you have appropriate safeguards in place for transferring personal data outside the European
Economic Area (EEA)?
This may involve using Standard Contractual Clauses, relying on an adequacy decision, or
implementing other appropriate safeguards.

Data Protection Officer (DPO)

e Do you need to appoint a Data Protection Officer (DPO)?
Organizations that engage in large-scale processing of personal data or process special categories
of data are generally required to appoint a DPO.

Accountability

Can you demonstrate compliance with the GDPR?
e Organizations are responsible for demonstrating compliance with all GDPR requirements.

Ready to take the next step?

Contact Sahl to schedule a free
consultation.

Book a Demo



https://calendly.com/ayesha-getsahl/compliance-discovery-call

